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Insider Threat

The potential for an individual who has or had 
authorized access to an organization’s assets to 
use their access, either intentionally or 
unintentionally, in a way that could negatively 
affect the organization, its resources, personnel, 
facilities, information, equipment, networks, or 
systems.



• Robert Bullock

• Former employee of the 
Water Department in 
Stoughton

• On the evening of Nov. 29, 
2022, Bullock went into one 
of the Water Department’s 
pumping stations and turned 
off the pump that introduces 
chlorine into drinking water

• As a result, insufficiently disinfected water was introduced into the 
drinking water system



• Rambler Gallo: 

• Gallo, Company A employee, installed software into 
his own PC and into Company A’s private internal 
network to gain remote access to municipal Water 
Treatment facility computer network

• Gallo resigned from Company A on November 25, 
2020, giving two weeks’ notice. 

• Approximately five weeks later, Gallo accessed the 
facility’s computer system remotely and 
transmitted a command to uninstall certain 
software which was designed to perform as the 
main hub of the facility’s computer network

• Specifically, Gallo intentionally uninstalled the main operational system for the water 
treatment plant that operates the automated monitoring system that protects the entire 
water treatment system, including monitoring and controlling the chemical levels and 
filtration of the water across all the Discovery Bay water service facilities.



• Employee / Staff Education on Insider Threat

• Ensuring all employees know procedure for reporting suspicious activity, including 
surveillance, recon

• Regular contact with first responder organizations, including familiarization 
tour/briefing for local law enforcement/New Jersey State Police/DHS CISA PSA/FBI 
WMD SA/IA

• Create Anonymous Reporting Avenues for Employees

• Require Ongoing Personnel Suitability

➢  Changes in Employee Performance

➢  Concerning Behaviors (Indicators)

• Remove or Reassess Accesses of Unsuitable Employees







CISA continues to respond to active exploitation of internet-accessible 

operational technology (OT) and industrial control systems (ICS) devices, 

including those in the Water and Wastewater Systems (WWS) Sector. Exposed 

and vulnerable OT/ICS systems may allow cyber threat actors to use default 

credentials, conduct brute force attacks, or use other unsophisticated methods to 

access these devices and cause harm.  

https://www.cisa.gov/water


Russia - China

Seeking a Multi-Polar World, Limited US Economic/Political Power

Cyber and Information Operations to Boost Limited Military Capability

Russian aid arrives in 

Dayr az Zawr

Russian Troops in Crimea

Russian troops in Georgia
China



Xi – Strategic Objectives

• First – Regime stability and maintaining CCP’s grip on power

• Second - make China whole again by regaining territories lost in earlier 

eras of internal upheaval and foreign aggression: Hong Kong and Taiwan. 

• Third - create a regional sphere of influence in which China is supreme 

because outside actors, especially the United States, are pushed to the 

margins

• Fourth - Achieving global power and, eventually, global primacy. State 

media and party officials….an increasingly powerful China cannot 

comfortably reside in a rules-based system led by the United States. Xi 

has talked of creating a global “community of common destiny” that 

would involve “all under heaven being one family”—and presumably 

obeying the fatherly guidance of the CCP

Source: What Does China Want?, Foreign Policy, Hal Brands - Aug 13, 2022 



CHINA

Cyber

• The PRC remains the most active and persistent cyber threat to US 

government, private-sector, and critical infrastructure networks

• The PRC’s campaign to preposition access on critical infrastructure for 

attacks during crisis or conflict, tracked publicly as Volt Typhoon, and its 

more recently identified compromise of US telecommunications 

infrastructure, also referred to as Salt Typhoon, demonstrates the growing 

breadth and depth of the PRC’s capabilities to compromise U.S. infrastructure

• If Beijing believed that a major conflict with Washington was imminent, it could 

consider aggressive cyber operations against U.S. critical infrastructure 

and military assets. Such strikes would be designed to deter US military action 

by impeding US decision-making, inducing societal panic, and interfering with 

the deployment of US forces.



PRC –Taiwan Tensions



(U) Cyberattack on Civilian Critical 

Infrastructures in a 

Taiwan Scenario –CSIS, AUG 2023 -Targets 



PRC Cyber Attacks on 

Critical Infrastructure

The PLA-related cyber 

intrusions known as "Volt 

Typhoon”…JAN-FEB 

2024 press reported  

attacks targeted critical 

US infrastructure, 

including water utility 

systems in Hawaii, 

major ports on the West 

Coast, and an oil and 

gas pipeline, according 

to experts…intrusions 

part of a broader effort to 

develop ways to sow 

chaos or snarl logistics in 

the event of a US-China 

conflict in the Pacific



(U) VOLT TYPHOON



(U) VOLT TYPHOON



(U) VOLT TYPHOON -LOTL



RUSSIA: 

STRATEGIC OVERVIEW

• Russia views its ongoing war in Ukraine as a proxy conflict with the West, 

and its objective to restore Russian strength and security in its near abroad 

against perceived US and Western encroachment has increased the risks of 

unintended escalation between Russia and NATO. 

• Regardless of how and when the war in Ukraine ends, Russia’s current 

geopolitical, economic, military, and domestic political trends underscore its 

resilience and enduring potential threat to US power, presence, and global 

interests. 

• Despite having paid enormous military and economic costs in its war with 

Ukraine, Russia has proven adaptable and resilient, in part because of the 

expanded backing of China, Iran, and North Korea. Russia is also increasing 

military cooperation with Iran and North Korea, which will continue to help its war 

effort and enhance U.S. adversary cooperation and collective capacity.

• Finally, Moscow is increasingly willing to play spoiler in Western-centric forums 

such as the UN and use non-Western organizations like Brazil, Russia, India, 

China, and South Africa (BRICS) group to press policies such as de-dollarization.



RUSSIA

Cyber

• Russia’s advanced cyber capabilities, its repeated success 

compromising sensitive targets for intelligence collection, and its past 

attempts to pre-position access on US critical infrastructure make 

it a persistent counterintelligence and cyber attack threat

• Moscow’s unique strength is the practical experience it has gained 

integrating cyber attacks and operations with wartime military action, 

almost certainly amplifying its potential to focus combined impact on US 

targets in time of conflict

• Russia has demonstrated real-world disruptive capabilities during the 

past decade, including gaining experience in attack execution by 

relentlessly targeting Ukraine’s networks with disruptive and destructive 

malware



RUSSIA



Pro-Russia Hacktivist 

Activity

• In early 2024, the authoring organizations observed pro-Russia hacktivists 

targeting vulnerable industrial control systems in North America and Europe. 

CISA and the FBI have responded to several U.S.-based WWS victims who 

experienced limited physical disruptions from an unauthorized user remotely 

manipulating Human Machine Interfaces (HMIs)

• Specifically, pro-Russia hacktivists manipulated HMIs, causing water pumps 

and blower equipment to exceed their normal operating parameters. In each 

case, the hacktivists maxed out set points, altered other settings, turned off 

alarm mechanisms, and changed administrative passwords to lock out the 

WWS operators

• Some victims experienced minor tank overflow events; however, most victims 

reverted to manual controls in the immediate aftermath and quickly restored 

operations. 







What is SolarWinds?

 SolarWinds is a major software company based in 
Tulsa, Okla., which provides system management 
tools for network and infrastructure monitoring, and 
other technical services to hundreds of thousands of 
organizations around the world

  Among the company's products is an IT performance 
monitoring system called Orion.



 Suspected nation-state hackers that have been identified as a group known 
as Nobelium by Microsoft -- often simply referred to as the SolarWinds 
Hackers -- gained access to the networks, systems and data of thousands of 
SolarWinds customers. The breadth of the hack is unprecedented and one 
of the largest, if not the largest, of its kind ever recorded.

 More than 30,000 public and private organizations -- including local, state 
and federal agencies -- use the Orion network management system to 
manage their IT resources -- SolarWinds inadvertently delivered the 
backdoor malware as an update to the Orion software in March 2020 to 
these organizations and compromised their data, networks and systems

 SolarWinds customers weren't the only ones affected. Because the hack 
exposed the inner workings of Orion users, the hackers could potentially 
gain access to the data and networks of their customers and partners as well 
-- enabling affected victims to grow exponentially from there.



 The hackers used a method known as a supply chain attack to insert 
malicious code into the Orion system. A supply chain attack works by 
targeting a third party with access to an organization's systems rather than 
trying to hack the networks directly.

 SolarWinds Orion Platform creates a backdoor through which hackers can 
access and impersonate users and accounts of victim organizations. The 
malware could also access system files and blend in with legitimate 
SolarWinds activity without detection, even by antivirus software.

 SolarWinds was a perfect target for this kind of supply chain attack. Because 
their Orion software is used by many multinational companies and 
government agencies, all the hackers had to do was install the malicious 
code into a new batch of software distributed by SolarWinds as an update or 
patch.

https://www.techtarget.com/searchsecurity/definition/supply-chain-attack
https://www.techtarget.com/searchsecurity/news/252493761/SolarWinds-breach-highlights-dangers-of-supply-chain-attacks


• Air-Gap Network

• Keep Software Updated

• Set Unique Passwords / Routinely Change Passwords

• Restrict Port Access / Restrict Software Downloads / Restrict Software 
Removal

• Regular contact with cyber first responder organizations, including 
network familiarization with NJCICC, DHS CISA Cyber PSA, FBI 
WMD/Cyber



 https://www.cisa.gov/topics/cyber-threats-and-advisories



 https://www.cisa.gov/resources-tools/all-resources-tools



 https://www.cisa.gov/resources-tools/resources/free-cybersecurity-
services-and-tools



 https://www.cyber.nj.gov/
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