
RETHINK 
BACKUP 





Limitations of Traditional Backup 

• Higher failure rates 

• Manual testing 

• Slow recovery time 

• Risk of infection or theft 



What is Intelligent Business Continuity? 

• Hybrid cloud-based backup 

• Automated 

• Image-based 

• Virtualization Capabilities 



$443 

$998 

$15,528 







RANSOMWARE 
THE IMPACT IS 
WIDESPREAD 



COSTING SMALL 
& MIDSIZED 

BUSINESSES 

$75B/YR 





GEO TREND: In APAC, 93% of MSPs 
report attacks from 2015-2017 and 
75% report attacks in H1 2017. 

6 IN 7 REPORT SMBs  

VICTIMIZED BY  RANSOMWARE  
FROM 2015-2017. 
 

6 IN 10 REPORT  ATTACKS IN 
THE 1ST  HALF OF 2017 ALONE. 

FOR SMBs, IT’S NO LONGER A QUESTION OF IF, BUT WHEN 



TOTAL RANSOM PAID BY SMBs  
TO RANSOMWARE HACKERS*: 

$709 MILLION. 

$100-500 

$501-2,000 

$2,001-5,000 

5,001-10,000 

$10,001-15,000 

$15,001-20,000 

$20,001+ 

25% 

17% 

7% 

47% report the ransom  requested 
is TYPICALLY  between $500 
AND $2,000. 

*Between Q2 2016 and Q2 2017 

FOR SMBs, THE RANSOM ISN’T WHAT BREAKS THE BANK 

Q: If ransom was requested, how much (on average)? 

2% 

1% 

1% 



Q: Which of the following have clients experienced due to a ransomware attack? 

75% 
Report  

Business-Threatening 

Downtime 

57% 
Report Loss of Data  

and/or Devices 

For SMBs, the global cost  

of ransomware-related  

downtime ($191B) is  

2,600X GREATER THAN  

THE COST OF RANSOM  

PAID ($709M). 

THE DOWNTIME CUTS THE DEEPEST 



Who’s “HIGHLY CONCERNED” about ransomware? 

IN 2017, 90% OF  MSPs ARE “HIGHLY  
CONCERNED” ABOUT  THE 
RANSOMWARE  THREAT WHILE ONLY  
38% OF SMBs FEEL  THE SAME. 

90% of MSPs (up from 88% in 2016) 

38% of SMBs (up from 34% in 2016) 

MAJORITY OF SMBs ARE IN THE DARK ABOUT RANSOMWARE THREAT 



BUT…  
I ALREADY  
HAVE A GREAT 
BACKUP SOLUTION 



16 



WE’LL JUST 
RESTORE 
FROM OUR 
BACKUP SOLUTION 



NETWORK DOWN 
FOR 
TWO DAYS 
(FRIDAY & SATURDAY AFTER THANKSGIVING) 



SFMTA 
PROVIDES 
735,000 RIDES A DAY 
($1 – 2.25 PER RIDER) 



TOTAL 
REVENUE 
LOST 

$1.5 – 3.3 MILLION!!  

$50 

MILLION/DAY 



“Paying the ransom was the only action we could take to unlock our 

system and free it from ransomware” 

 

Dick Peffley, BWL General Manager 



Time to recover:   
One week 

Total Cost of 
Downtime/Disruption: 

$2.4 MILLION 

Insurance Claim: 
$2.0 MILLION 



BUSINESS CONTINUITY 
TAKES IT 
ONE STEP  
FURTHER 



Benefits of Virtualization 

• Reduces downtime 

• Helps your RTO/RPO 

• Local and cloud  
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Thank You! 
 

 


