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Threats to Critical Infrastructure

America remains at risk from a 
variety of threats
including:

Acts of Terrorism
Cyber Attacks
Extreme Weather
Pandemics
Accidents or Technical Failures
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Threat Vectors

Active Shooter Vehicle Ramming

Insider Threat Edged Weapon Attack



Complex Coordinated 
Attack (CCA)Fire as a Weapon

Small Unmanned Aircraft 
Systems (sUAS)

Improvised Explosive 
Device (IED)

Threat Vectors



Mitigation
Options
• Layered SecurityApproach

• MULTIPLE MEANS OF PROTECTING YOUR
ASSETS
• Effective security threat mitigation
consists of multiple measures designed to
safeguard facilities and the public. These
mitigation measures can be:

• Physical

• Procedural

• Intelligence-related



Protective Security Advisors

Protective Security Advisors (PSAs) are field-deployed personnel who 
serve as critical infrastructure security specialists.  
We work closely with our local-county and state partners.

UASI Risk Mitigation Planners
County Terrorism Coordinators
NJ Office of Homeland Security and NJ State Police

State, local, tribal, and territorial (SLTT) and private sector link to DHS 
infrastructure protection resources

Coordinate vulnerability assessments, training, and other DHS 
products and services
Provide a vital link for information sharing in steady state and 
incident response
Assist facility owners and operators with obtaining security 
clearances 10



Assist Visits

Establish and enhance DHS’s relationship with critical 
infrastructure owners and operators

Inform them of the importance of their facilities; and reinforce 
the need for continued vigilance 

During an Assist Visit, PSAs focus on coordination, outreach, 
training, and education

Assist Visits are often followed by security surveys using the 
Infrastructure Survey Tool (IST) or Security Assessment on 
First Entry (SAFE) or delivery of other CISA services
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SAFE Tool

The Security Assessment at First Entry (SAFE) tool is designed to assess the 
current security posture and identify options for facility owners and operators to 
mitigate relevant threats

SAFE may be better suited for facilities such as rural county fairgrounds, houses 
of worship with only weekend services and few members, and small health clinics
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Infrastructure Visualization Platform
360 Degree documentation of infrastructure
Command and Control
Emergency Management- Response
Training and Exercise



Infrastructure Survey Tool

The Infrastructure Survey Tool (IST) is a web-based vulnerability survey 
tool that applies weighted scores to identify infrastructure vulnerabilities 
and trends across sectors

Facilitates the consistent collection of security information
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§ Physical Security

§ Security Force
§ Security Management

§ Information Sharing

§ Protective Measures
§ Dependencies



Mitigation
Options



QR Code: Power of Hello
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THE POWER OF HELLO:
The website corresponding to this QR code is:

cisa.gov/power-hello

"The greatest victory is that which requires no 
battle.” Sun Tzu

https://www.cisa.gov/power-hello


QR Code: Non-Confrontational 
Techniques
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NON-CONFRONTATIONAL TECHNIQUES
The website corresponding to this QR code is:

cisa.gov/topics/physical-security/non-confrontational-techniques

"Build your opponent a golden bridge to 
retreat across.” Sun Tzu

https://www.cisa.gov/topics/physical-security/non-confrontational-techniques


Mitigation
Options-NEW



Jose DosSantos
March 19, 2024

Active Shooter Preparedness
If you pec active shooter situation, you must quickly determine the 

Businesses & Critical Infrastructure Partners

https://www.cisa.gov/topics/physical-security/active-shooter-preparedness/resources-businesses-and-ci-partners


Jose DosSantos 
March 19, 2024

Active Shooter
“How to Respond” Program Overview

To download these materials visit:
Active Shooter Preparedness | Cybersecurity 
and Infrastructure Security Agency CISA

https://www.cisa.gov/topics/physical-security/active-shooter-preparedness


PSA Andrew Smith
March 19, 2024

RUN-HIDE-FIGHT



PSA Andrew Smith
March 19, 2024

Online Training
DHS released “Active Shooter, What You Can Do” (IS-907), an online 
training course available through the Federal Emergency Management 
Agency Emergency Management Institute: 

• http://training.fema.gov/EMIWeb/IS/IS907.asp

The self-paced course takes approximately 45 minutes to complete.  

Upon completion, participants can take a short online "final exam" that 
is instantly scored. A certificate is provided to participants who finish 
the course and pass the final exam.

http://training.fema.gov/EMIWeb/IS/IS907.asp


Jose DosSantos 
March 19, 2024

QR Code: FEMA Emergency Management Institute (EMI)
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FEMA (FREE) VIRTUAL TRAINING:

https://training.fema.gov/is/

https://training.fema.gov/is/


Jose DosSantos 
March 19, 2024

QR Code: Active Shooter Preparedness
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ACTIVE SHOOTER PREPAREDNESS

cisa.gov/topics/physical-security/active-shooter-preparedness

https://www.cisa.gov/topics/physical-security/active-shooter-preparedness


Jose DosSantos 
March 19, 2024

Suspicious Mail or Package
Best Practices

To download these 
materials visit: 
https://www.cisa.gov/
publication/isc-mail-
handling-non-fouo



Jose DosSantos 
March 19, 2024

Bomb Threat

To download these 
materials visit: 
https://www.cisa.gov/
what-to-do-bomb-
threat



Mitigation… Next Steps
THE TOP

MITIGATIONS 
YOU CAN BEGIN 

TODAY

1. Share information among all possible sources; know 
your threats.

2. Create a culture of security awareness among all 
employees, volunteers, and willing organizational 
participants.

3. Build a team to write and maintain an Emergency 
Response Plan AND a Security Plan.

4. Maintain a purpose-oriented exterior that enforces 
boundaries and reduces possible concealment.

5. Make investments that improve physical security over 
time: with detection, preparation, mitigation, and 
response. Deter, Detect, Delay, Defend.



CISA Resources
Active Shooter

§ CISA Active Shooter 
Preparedness Webpage

§ Employee Vigilance Through 
the Power of Hello Webpage

§ CISA Faith Based 
Organizations – Houses of 
Worship Webpage

§ In-Person and Virtual 
Workshops

§ Instructional and Informational 
Videos

§ Action Guides and Fact Sheets
§ Posters, Pamphlets, and 

Pocket Cards

Vehicle Ramming

§ CISA Autonomous Vehicle Security 
Webpage

§ CISA Vehicle Ramming Attack 
Mitigation Webpage

§ Vehicle Ramming Action Guide
§ Dams Sector: Active and Passive 

Vehicle Barriers Guide
§ Autonomous Ground Vehicle Security 

Guide: Transportation Systems Sector
§ Vehicle Ramming Attack Mitigation 

Video
§ Guide to Active Vehicle Barrier 

Specification and Selection Resources
§ Protecting Patrons in Outdoor Eating 

Venues Fact Sheet

Insider Threat
§ CISA Insider Threat Mitigation 

Webpage
§ Insider Threat Mitigation Guide
§ Insider Threat 101 Fact Sheet
§ Insider Threat Mitigation Program 

Fact Sheet
§ Insider Threat Tip Card
§ Insider Risk Mitigation Program 

Evaluation: Assessment Instrument
§ Understanding Insider Threat Video
§ HR’s Role in Preventing Insider 

Threats Fact Sheet
§ Combating the Insider Threat 

Advisory
§ NITTF Insider Threat Guide
§ NITTF Maturity Framework\
§ Insider Threat Workshop
§ Insider Threat Workshop One-Pager
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https://www.cisa.gov/active-shooter-preparedness
https://www.cisa.gov/employee-vigilance-power-hello
https://www.cisa.gov/faith-based-organizations-houses-worship
https://www.cisa.gov/autonomous-vehicle-security
https://www.cisa.gov/vehicle-ramming-attack-mitigation
https://www.cisa.gov/sites/default/files/publications/Vehicle%20Ramming%20-%20Security%20Awareness%20for%20ST-CP.PDF
https://www.cisa.gov/sites/default/files/publications/CISA_Dams_Sector_Active_and_Passive_Vehicle_Barriers_Guide_100220_508.pdf
https://www.cisa.gov/sites/default/files/publications/Autonomous%20Ground%20Vehicles%20Security%20Guide.pdf
https://www.youtube.com/watch?v=Yw-fY86WhRg
https://www.cisa.gov/sites/default/files/publications/Guide-to-Active-Vehicle-Barrier-2014-508.pdf
https://www.cisa.gov/sites/default/files/publications/CISA_Protecting%20Patrons%20in%20Outdoor%20Eating%20Venues_Fact%20Sheet_508_0.pdf
https://www.cisa.gov/insider-threat-mitigation
https://www.cisa.gov/sites/default/files/publications/Insider%20Threat%20Mitigation%20Guide_Final_508.pdf
https://www.cisa.gov/sites/default/files/publications/Insider%20Threats%20101%20What%20You%20Need%20to%20Know_508.pdf
https://www.cisa.gov/sites/default/files/publications/fact-sheet-insider-threat-mitigation-program-092018-508.pdf
https://www.cisa.gov/sites/default/files/publications/Insider%20Threat_1.pdf
https://www.cisa.gov/insider-risk-self-assessment-tool
https://www.cisa.gov/insider-threat-trailer-and-video
https://www.cisa.gov/sites/default/files/publications/HRs%20Role%20in%20Preventing%20Insider%20Threats%20Fact%20Sheet_508.pdf
https://www.cisa.gov/sites/default/files/publications/Combating%20the%20Insider%20Threat_0.pdf
https://www.cisa.gov/sites/default/files/publications/NITTF-Insider-Threat-Guide-2017.pdf
https://www.cisa.gov/sites/default/files/publications/20181024_NITTF_MaturityFramework_web.pdf


CISA Resources, cont’d
Improvised Explosive Devices (IED)

§ CISA Office for Bombing Prevention Webpage
§ What to Do – Bomb Threat Webpage
§ Counter-IED Training Courses
§ Counter-IED Awareness Products
§ Bomb-Making Materials Awareness Program (BMAP) Webpage
§ Multi-Jurisdiction Improvised Explosive Device Security 

Planning (MJIEDSP) Webpage
§ National C-IED Capabilities Analysis Database (NCCAD) 

Webpage
§ Security and Resiliency Guide: C-IED Concepts, Common 

Goals, and Available Assistance
§ Technical Resource for Incident Prevention 

(TRIPwire) Webpage

Fire as a Weapon

§ Fire as a Weapon Action Guide

Edged Weapon Attacks

§ Mass Gatherings Action Guide
§ Mass Gatherings – Take Charge of 

Your Personal Safety
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https://www.cisa.gov/office-bombing-prevention-obp
https://www.cisa.gov/what-to-do-bomb-threat
https://www.cisa.gov/bombing-prevention-training-courses
https://www.cisa.gov/counter-ied-awareness-products
https://www.cisa.gov/bmap
https://www.cisa.gov/mjiedsp
https://www.cisa.gov/nccad
https://www.cisa.gov/security-and-resiliency-guide-and-annexes
https://www.cisa.gov/tripwire
https://www.cisa.gov/sites/default/files/publications/Fire%20as%20a%20Weapon%20Action%20Guide_Final%20508%20%2804.12.21%29v.2_1.pdf
https://www.cisa.gov/sites/default/files/publications/Mass%20Gatherings%20-%20Security%20Awareness%20for%20ST-CP.PDF
https://www.cisa.gov/sites/default/files/publications/Mass%20Gatherings%20-%20Take%20Charge%20of%20Your%20Personal%20Safety.pdf


CISA Resources, cont’d
Small Unmanned Aircraft System (sUAS)

§ UAS Webpage
§ UAS and Critical Infrastructure: Understanding the Risk Video
§ sUAS Drone Pocket Card
§ sUAS Security Challenges Fact Sheet/One-Pager
§ Counter UAS Legal Authorities Fact Sheet
§ Recognize Suspicious sUAS Post Card
§ Recognize Suspicious sUAS Poster
§ sUAS Considerations for Law Enforcement Actions
§ UAS FAQs

Complex Coordinated Attack (CCA)

§ Securing Public Gatherings Webpage
§ Mass Gatherings Action Guide
§ Complex Coordinated Attacks Action Guide
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https://www.cisa.gov/uas-critical-infrastructure
https://www.youtube.com/watch?v=o6x-cj1wXZk
https://www.cisa.gov/sites/default/files/publications/Chemical%20Attacks%20-%20Security%20Awareness%20for%20ST-CP.PDF
https://www.youtube.com/watch?v=o6x-cj1wXZk
https://www.cisa.gov/sites/default/files/publications/UAS%20CI%20Drone%20Pocket%20Card.pdf
https://www.cisa.gov/chemical-facility-anti-terrorism-standards
https://www.cisa.gov/sites/default/files/publications/Unmanned%20Aircraft%20Systems%20%28UAS%29%20Addressing%20Critical%20Infrastructure%20Security%20Challenges.pdf
https://www.cisa.gov/chemical-facility-anti-terrorism-standards
https://www.cisa.gov/sites/default/files/publications/DHS%20CUAS%20Legal%20Authorities%20Factsheet.pdf
https://www.cisa.gov/sites/default/files/publications/secure-chems-pandemic-508.pdf
https://www.cisa.gov/sites/default/files/publications/Suspicious_UAS_Identification_Postcard-508_Updated.pdf
https://www.cisa.gov/sites/default/files/publications/secure-chems-pandemic-508.pdf
https://www.cisa.gov/sites/default/files/publications/Suspicious_UAS_Identification_Poster-508_Updated.pdf
https://www.cisa.gov/chemical-sector-resources
https://www.cisa.gov/sites/default/files/publications/Unmanned%20Aircraft%20Systems%20%28UAS%29%20Considerations%20for%20Law%20Enforcement%20Action.pdf
https://www.cisa.gov/unmanned-aircraft-systems-faq
https://www.cisa.gov/securing-public-gatherings
https://www.cisa.gov/sites/default/files/publications/Mass%20Gatherings%20-%20Security%20Awareness%20for%20ST-CP.PDF
https://www.cisa.gov/sites/default/files/publications/Action%20Guide%20CCA%20508%20FINAL%2020190905.pdf


CISA Can Help!!

cisa.gov/central
CISA and other federal entities 
provide additional resources to create 
mitigations for many unique settings.
24/7/365 CONTACT
Contact CISA Central by 
email, central@cisa.dhs.gov or by 
phone, 888-282-0870. 31

https://www.cisa.gov/central
mailto:central@cisa.dhs.gov
tel:888-282-0870
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PSA Dan Schultz
CISA NJ-North District-”Sub-
Taylor Ham”
“All NJ counties north of Mercer & Monmouth”

Contact Information: 
Dan.Schultz@ hq.dhs.gov
202-538-5530

PSA Andrew (Andy) Smith
CISA NJ-South District-
“Hoagie-Pork Roll”
Contact Information: 
§ Andrew.Smith@hq.dhs.gov
§ 202-875-1034 

mailto:Dan.Schultz@dhs.gov
mailto:Andrew.Smith@hq.dhs.gov


For more information:
PSA Andrew (Andy) Smith

Andrew.Smith@hq.dhs.gov
www.cisa.gov

33

http://www.cisa.gov/



