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What are the threats to critical infrastructure?

A Close Call: 2021 Hacking the Oldsmar Water System
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Who is behind these attacks?
Nation States and their proxies…
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What are the threats to critical infrastructure?



Christopher Kay
March 19, 2024

What are the threats to critical infrastructure?

“Chinese hackers easily infiltrate 
infrastructure by exploiting known product 
defects, which are the result of companies 
prioritizing product features and speed to 
market over security.”

-CISA Director Jen Easterly
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SELF-ASSESSMENTS
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CSET Self-Assessments 
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TECHNICAL

(Network-Administrator Level)

• Cybersecurity Performance Goals Assessment

• Ransomware Readiness Assessment 

• External Dependencies Management (Supply Chain Risk)

• Cyber Resilience Review (Comprehensive)

• American Water Works Association Cyber Infrastructure Survey 

• Compatible with the AWWA Cybersecurity Assessment Tool

• NIST SP 800-82 Rev 2 (Standard for ICS Systems)

• Incident Management Review



Christopher Kay
March 19, 2024

Cyber Security Evaluation Tool: CPGs
• Cross-Sector Cybersecurity Performance Goals (CPG): Assesses control system 

and information technology network security practices against industry standards.  

• Facilitated: Self-Administered, undertaken independently

• Benefits: 

• Immediately available for download upon request

• Understanding of operational technology and information technology network 
security practices

• Ability to drill down on specific areas and issues

• Helps to integrate cybersecurity into current corporate risk management strategy
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Cyber Security Evaluation Tool: CPGs
• Cross-Sector Cybersecurity Performance Goals (CPG)
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Cyber Security Evaluation Tool: RRA
§ Ransomware Readiness Assessment: The RRA is a self-assessment based on a 

tiered set of practices to help organizations better assess how well they are equipped 
to defend and recover from a ransomware incident. 

§ Facilitated: Self-Administered, undertaken independently

§ Benefits: 

§ Helps organizations evaluate their cybersecurity posture, with respect to ransomware, 
against recognized standards and best practice recommendations in a systematic, 
disciplined, and repeatable manner.

• Guides asset owners and operators through a systematic process to evaluate their 
operational technology (OT) and information technology (IT) network security practices 
against the ransomware threat.

• Provides an analysis dashboard with graphs and tables that present the assessment 
results in both summary and detailed form.
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Federal Ransomware Website

BLANVisit StopRansomware.gov today!
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Other CSET Self-Assessments 
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• External Dependencies Management (Strategic)

• Cyber Resilience Review (Strategic)

• Cyber Infrastructure Survey (Strategic/Technical)

• Incident Management Review (v.12)
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CISA-FACILITATED ASSESSMENTS
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Vulnerability Scanning
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Known exploited vulnerabilities are easy access for attackers, with incidents
averaging $100,000 in damages for small and medium businesses.

CISA’s free vulnerability scanning service helps identify exposed assets
and exploitable vulnerabilities and is proven to reduce risk for participating
organizations.

Avoid costly disruptions with early detection and action. Through weekly
reports and timely alerts, we will help you act before others take
advantage.

Vulnerability Scanning by CISA 

BY THE NUMBERS
§ 7,200+ current customers nationwide

§ Over 3 Million vulnerabilities found and 
fixed

§ On average a 40% reduction in risk 
and exposure by newly enrolled 
customers in their first 12 months

§ Most enrollees see improvements within 
the first 90 days

GETTING STARTED 
Email vulnerability@cisa.dhs.gov

Subject: “Requesting Vulnerability Scanning 
Services”

mailto:vulnerability@cisa.dhs.gov?subject=Requesting%20Vulnerability%20Scanning%20Services
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CISA-Facilitated Technical Assessments
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§ Web Application Scanning
§ Remote Penetration Testing
§ Validated Architecture Design Review
§ Risk and Vulnerability Assessment
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INCIDENT RESPONSE PLANNING
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Incident Response Guide for Water & Wastewater Sector
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This guide aims to enhance WWS Sector cybersecurity by:

1. Establishing clear guidance for reporting cyber incidents,

2. Connecting utilities with available cybersecurity resources, 
services, and no-cost trainings,

3. Empowering utilities to build a strong cybersecurity 
baseline to improve cyber resilience and cyber hygiene, 
and

4. Encouraging utilities to integrate into their local cyber 
communities.
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Cyber Exercises and Planning
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• Cyber Storm Exercise – DHS’s flagship national-level biennial exercise
• Exercise Planning and Conduct
• Cyber Exercise Consulting and Subject Expertise Support
• Cyber Planning Support
• Off-the-Shelf Resources
• Exercise-In-A-Box

CISA’s National Cyber Exercise and Planning Program develops, conducts, 
and evaluates cyber exercises and planning activities for state, local, tribal 
and territorial governments and public and private sector critical 
infrastructure organizations.
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.gov

BLAN

Visit get.gov today!

Registration re-opened January 31, 2024

Registration and Domains are FREE

Establishes Credibility
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4 Easy Ways to Stay Safe Online

Use Strong Passwords and a Password Manager

Turn on Multifactor Authentication
Recognize and Report Phishing Attacks

Update Your Software
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Additional Information Sharing Opportunities
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www.cyber.nj.gov
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Quick Review…

§ CISA no-cost products and services for public & private sector organizations:
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Christopher Kay
Cybersecurity Advisor

Region II (NY, NJ, PR, USVI)
christopher.kay@cisa.dhs.gov

28



Christopher Kay
March 19, 2024


