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Cybersecurity and
Infrastructure Security
Agency (CISA)

As America’s Cyber Defense Agency and the National

Coordinator for critical infrastructure resiliency and security,

CISA leads the national effort to understand, manage, and
reduce risk to the cyber and physical infrastructure that
Americans rely on every hour of every day.




CISA’s priority sectors for 2023: water,
hospitals, K-12

The industries slated for emphasis are “target-rich, resource-poor entities,” CISA

Director Jen Easterly said. They're also heavily targeted by ransomware.

Matt Kapko N -
D) Malt dapeo _ in B ¥ &

& Senior Reporte

=l

Dive Brief:

e Water, hospitals and K-12 schools will be the primary area of focus for
the Cybersecurity and Infrastructure Security Agency over the next
year, CISA Director Jen Easterly said Thursday at Mandiant’s mWISE

Conference.
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What are the threats to critical infrastructure?

A Close Call: 2021 Hacking the Oldsmar Water System

YOUHAVEBEEN

EVERY EQUIPMENT
*MADE IN ISRAEL®

{S CYBER AVINGERS
LEGAL TARGET

J
! -
SEEAONG MWy
ECUSNEWS  ALIQUIPPA WATER AUTHORITY CONFIRMS THEY WERE
PITTSSURGH | HACKED, NO RISK TO THE PUBLIC
> 00 PM MANGE FOR A2 PALESTINIAN PRISONDES IN SECOND DAY OF TRUCE

AP
OLDSMAR WATER PLANT HACKED THIS YEAR
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Who is behind these attacks?

Nation States and their proxies...
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What are the threats to critical infrastructure?

JOINT

CYBERSECURITY
ADVISORY

TLP:CLEAR

February 7,2024

Communications Centre de la sécurité
Securily Estabishment  des llécommunications

Canadian Centre Cenlre canadien
for Cyber Security pour la cybersécurité

National Cyber m’ National Cyber
Security Centre A | Security Centre

a part of GCHQ

Maintain Pej  Access t
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This document is marked TLP:CLEAR. Di is not limited. may use TLP:CLEAR when information
carries minimal or no foreseeable risk of misuse, in with I rules and p es for public
release. Subject to standard copyright rules, TLP:CLEAR il ion may be distril without iction. For

more information on the Traffic Light Protocol, see cisa.gov/tip.
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What are the threats to critical infrastructure?

THE SELECT
COMMITTEE
ON THE CCP

“Chinese hackers easily infiltrate
infrastructure by exploiting known product
defects, which are the result of companies

prioritizing product features and speed to
market over security.”

-CISA Director Jen Easterly
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Water and Wastewater Cybersecurity

@ REPORT A CYBER ISSUE Organizations should report anomalous cyber activity and or cyber incidents 24/7 to report@cisa.gov or (888) 282-0870.

©® REPORT A CYBER ISSUE
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Www.cisa.gov/water
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SELF-ASSESSMENTS
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CSET Self-Assessments

Cybersecurity Performance Goals Assessment

Ransomware Readiness Assessment : E E T

External Dependencies Management (Supply Chain Risk)

CYBER SECURITY EVALUATION TOOL

Cyber Resilience Review (Comprehensive)

PARTA,
/ \\\/\Iiz’ C ISA
) Y CYBER+INFRASTRUCTURE

AND S¥¢

American Water Works Association Cyber Infrastructure Survey

«  Compatible with the AWWA Cybersecurity Assessment Tool
NIST SP 800-82 Rev 2 (Standard for ICS Systems)

Incident Management Review

TECHNICAL

(Network-Administrator Level)  Christopher Kay 1
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Cyber Security Evaluation Tool: CPGs

Cross-Sector Cybersecurity Performance Goals (CPG): Assesses control system

and information technology network security practices against industry standards.

Facilitated: Self-Administered, undertaken independently

Benefits:

Immediately available for download upon request

Understanding of operational technology and information technology network
security practices

Ability to drill down on specific areas and issues

Helps to integrate cybersecurity into current corporate risk management strategy

CYBERSECURITY,
PERFORMANCE

GOALS
=
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Cyber Security Evaluation Tool: CPGs

» Cross-Sector Cybersecurity Performance Goals (CPG)

CSET® currently derives its requirements from a comprehensive series of industry standards and recognized best
practices. The Tool helps to identify a variety of vulnerabilities and can suggest enhancements in the areas of:

A

Boundary
Protection

Authenticator
Management

Least
Functionality
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Privilege
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Identification and
Authentication

Allocation of
Resources

Physical Access
Control
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Remote
Access
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Audit Review,
Analysis, and
Reporting
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Security Awareness
Training
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Cyber Security Evaluation Tool: RRA

Ransomware Readiness Assessment: The RRA is a self-assessment based on a
tiered set of practices to help organizations better assess how well they are equipped
to defend and recover from a ransomware incident.

Facilitated: Self-Administered, undertaken independently
Benefits:

Helps organizations evaluate their cybersecurity posture, with respect to ransomware,
against recognized standards and best practice recommendations in a systematic,
disciplined, and repeatable manner.

Guides asset owners and operators through a systematic process to evaluate their
operational technology (OT) and information technology (IT) network security practices
against the ransomware threat.

Provides an analysis dashboard with graphs and tables that present the assessment
results in both summary and detailed form.

INTRODUCING THE LATEST MODULE IN

CISA'S CYBER SECURITY EVALUATION TOOL:

READINESS

ASSESSMENT N4
Christopher Kay 14
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Federal Ransomware Website

B An official website of the United States government  Here's how you know v

STOP

RANSOM
WARE

L/ Ry,

- WHAT IS

* RANSOMWARE? =

LEARN MORE l = HAVE YOU
p s BEEN HIT BN

Visit StopRansomware.gov today!



Other CSET Self-Assessments

« External Dependencies Management (Strategic)
« Cyber Resilience Review (Strategic)
« Cyber Infrastructure Survey (Strategic/Technical)

+ Incident Management Review (v.12)

Christopher Kay 16
March 19, 2024




CISA-FACILITATED ASSESSMENTS




FREE CYBER
VULNERABILITY
SCANNING FOR
WATER UTILITIES

WATER SECTOR COORDINATING COUNCIL

— ) Water Environment
R\ () Fedoratiorr | L_WATER y
B s NACWA®) \(.Q A

w
A

OVERVIEW

Drinking water and wastewater systems are an essential community lifeline. It is important to protect your system from
cyberattacks to maintain its vital operations. You can reduce the risk of a cyberattack at your utility by externally scanning
your networks for vulnerabilities caused by publicly facing devices. The Cybersecurity and Infrastructure Security Agency
(CISA) can help your drinking water and wastewater system identify and address vulnerabilities with a no cost vulr B
ubscription. CISA, the Water Sector Coordinating Council, and the Association of State Drinking Water
Administrators encourage drinking water and wastewater utilities to use this service.

BENEFITS

CISA’s vulnerability scanning can help your utility identify and address cybersecurity
weaknesses that an attacker could use to impact your system. The benefits of this
service include:

¢ Identifying internet-accessible assets

* Identifying vulnerabilities in your utility’s assets connected to the intemet,

Known Exploited Vulnerabilities and internet-exposed services
commonly used for initial access by threat actors and some ransomware
gangs

*  Weekly reports on status and for

identified vulnerabilities

*  Signi ion in i in the first few months of

scanning for newly enrolled water utilities

* Ongoing ion and reporting with i for new
vulnerabilities

Figure 1: Sample Page in Weekly Report

Vulnerability Scanning

Free Cyber Vulnerability Scanning for Water Utilities

external, non-intrusive review of internet-accessible systems. The scanning does not reach your private network and
cannot make any changes. CISA will send you weekly reports with ion on known found on your

i ible assets, K k comparisons, and recommended mitigations. Figure 1 shows an example of the
Report Card included in the weekly report. You will also receive ad-hoc alerts for any urgent findings.

CISA does not share any attributable information without written and agreed consent from the stakeholder. CISA
izes aggregate, i data to develop non-attributable reports for analysis purposes. Figure 2 summarizes
the phases in CISA’s vulnerability scanning enroliment.

_ _ Peming | Beawon | Repotng

Stakeholder: Stakeholder: CisA: CisA:

* Requests * Provides targetlist |  Performs initial scan of submitted | ®  Sends ad-hoc alerts
vulnerability (scope) scope within _24 hours of
scanning service *  Rescans stakehokder's target list at ?:‘;g:'ﬁﬂ::%

*  Signs and retums (l_le following !nterv_uls bused on o Delivers weekly report
documents highest severity of identified 1o stakeholder

vulnerabilities: *  Provides detsiled
= 12 hours for “critical” and findings in

“known exploited” m:mb; format to
= 24 hours f(:r Ing: i «  Provides vulnerabity
= 4 days for “medium’ mitigation
= 6 days for “low” recommendations to
= 7 days for “no vul ilities” kehold

Figure 2: Phases of Vulnerability Scanning Enrollment

HOW CAN | GET STARTED?

1. Emeil vulnerability@cisa.dhs.gov with the subject line *Ri Services.” Include the
name of your utility, & point of contact with an email address, and the physical address of your utility’s
headquarters.

2. CISA will reply with & Service Request Form and Vul bili ing As Letter to obtain the necessary

information about your utility and your authorization to scan your public networks.

3. Scanning typically begins within 10 days of receiving all completed forms.

WHO CAN | CONTACT WITH QUESTIONS ABOUT VULNERABILITY SCANNING?
Reach out to us at vulnerability@cisa.dhs.gov.

WHERE CAN | GET ADDITIONAL CYBERSECURITY RESOURCES?

CISA, the Environmental Protection Agency (EPA), and water sector partners have developed numerous tools and
resources that water utilities can use to increase their cybersecurity. Visit:

HOW DOES IT WORK? *  CISA cisa sov/water
e EPA: hittps.//www epa sov/waterriskgssessment/epa-cvbersecuritv-water-sector
CISA uses automated tools to conduct vulnerability scanning on your external networks. These tools look for . . - -
Water Inf tion Sh d Anal ter (WaterlSAC): SBC.O0
i and weak ions that adversaries could use to conduct a cyberattack. CISA’s scanning provides an * @ e.r nformation Sharing an. ) alysis Genter (WatesiSAC .
* American Water Works awwa org/cvbersecyrity
2
v'é\, cisagov 8 ceraiGcEa s so ©) eosreov| easacyoer @ O O cosee AS of August 24, 2023 g'é\, cisagov O @cisagov| @cisacyver ® 0 (O) @cssgor AS Of August 24, 2023
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Vulnerability Scanning by CISA

Known exploited vulnerabilities are easy access for attackers, with incidents BY THE NUMBERS
averaging $100,000 in damages for small and medium businesses. = 7,200+ current customers nationwide

= Qver 3 Million vulnerabilities found and
fixed

L g L g’ L g L g . 0 . . .
Average time for a Global average It can take businesses Businesses can lose On average a 40% reduction in risk

new CVE to become cost of a breach 9 months to recover fseoo per minute and exposure by newly enrolled
KEV d 4.4 illi tack of system downtime i s
S LB Lo S s bl ol il customers in their first 12 months

= Most enrollees see improvements within
the first 90 days

CISA’s free vulnerability scanning service helps identify exposed assets

and exploitable vulnerabilities and is proven to reduce risk for participating
organizations.

Avoid costly disruptions with early detection and action. Through weekly GETTING STARTED
reports and timely alerts, we will help you act before others take el e i e s am

advantage. Subject: “Requesting Vulnerability Scanning
Services”



mailto:vulnerability@cisa.dhs.gov?subject=Requesting%20Vulnerability%20Scanning%20Services

CISA-Facilitated Technical Assessments

Web Application Scanning

Remote Penetration Testing
Validated Architecture Design Review
Risk and Vulnerability Assessment
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INCIDENT RESPONSE PLANNING




Incident Response Guide for Water & Wastewater Sector

This guide aims to enhance WWS Sector cybersecurity by:
Establishing clear guidance for reporting cyber incidents,

Connecting utilities with available cybersecurity resources,
services, and no-cost trainings,

Empowering utilities to build a strong cybersecurity
baseline to improve cyber resilience and cyber hygiene,

and

Encouraging utilities to integrate into their local cyber
communities.

Table of Contents

Executive Summary

Disclaimer

Table of Content:

Purpose

Scope

Audience

Threat

Collective Response

1. Key Federal Partners.

11 Sharing.
2. Incident Response Proce:
21

2.1.1 Building An Orgenizational-Level Incident Response Plan..........................

2.1.2 Raising the Cyber Baseline

2.1 3. Building the Water and Wastewater Sector Cyber Community.....................

2.2 Detection & Analysis.

2.2.1 Validate

2.2.2 Report
2.2 3. CISA Technical Analysis and Suppol
2.2.4. FBI Technical Analysis and Support
2.3. Containment, Eradication, and Recovery.

23.1.C and

232 and Mitigation Assi

2.4. Postncident Activity

2.4.1 Evidence Retention

2.4.2. Using Collected Incident Data

24.3. Lessons Leamed

Annex I: A More Advanced Collective RESPONSE ...

A. Collective Analysis

B. Collective Response

C. Post-incident Collective Activities

Annex II:

A. Building an O D Level IR Plan:

B. Resources to Raise the Cyber Baseline:

i

C. Building the Water Cyber Cc

Incident Response Guide
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-
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Federal Bureau of Investigation
Environmental Protection Agency

This document is marie

3 ed TLP-CLEAR. Discic

cam_ﬁ minimal or no foreseeable risk of m/isu';’: Zn
publl_c (elease. Subject to standarg copy e
restriction. For more infe

rules and

4 ight rules, TLP:-CLEAR 2
ormation on the Traffic Light Prutocol,ﬁs;"efw-rv"aym may’be gsmkuted without

ot limited. Sources
o may use TLP-CLEAR when information

CISA | FBI | EPA
TLP:CLEAR|
4

Christopher Kay
March 19, 2024



Cyber Exercises and Planning

CISA’s National Cyber Exercise and Planning Program develops, conducts,
and evaluates cyber exercises and planning activities for state, local, tribal
and territorial governments and public and private sector critical
infrastructure organizations.

Cyber Storm Exercise — DHS’s flagship national-level biennial exercise
Exercise Planning and Conduct

Cyber Exercise Consulting and Subject Expertise Support

Cyber Planning Support
Off-the-Shelf Resources
Exercise-In-A-Box

L‘
Christopher Kay
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.gov

Registration re-opened January 31, 2024
Registration and Domains are FREE

Establishes Credibility

Visit get.gov today!

EZE An official website of the United States government Here's how you know v
get.gov

Home Domains Help Blog About

It should be easy to identify
governments on the internet

.gov is the top-level domain for governments in the U.S.

l Manage your domains

Benefits of .gov

0 Helps the public identify @ Governments at all levels are
official, trusted information eligible for .gov domains

(cities, counties, and more)

Start your .gov domain search

See if the .gov domain you want is available. We'll work with you to
find the best domain for your organization that meets our

N\
~ .
requirements. Read more about choosing your .gov domain. - (yourslte

’ Manage your domains l

O They're free!

R e ——
/

-

.gov o

oy | Check availability




4 Easy Ways to Stay Safe Online

coffes passwors, Use Strong Passwords and a Password Manager i ;"\*
Turn on Multifactor Authentication ?
Recognize and Report Phishing Attacks
Poitie =~ @ Update Your Software S

MULTI-FACTOR
AUTHENTICATION
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Additional Information Sharing Opportunities

fa OFFICIAL SITE OF THE STATE OF NEW JERSEY

NJ's Current Cyber Alert Level: "GUARDED"

y File a Cyber Incident Report | File a Data Breach Report
NJCCIC Presentation Request | Member Portal Login
s &= B

REPOR: ABOUT THREAT CENTER ¥ LEARN ¥ EVBINES @I

Welcome to the

New Jersey ‘( 'L::b_@
Cybersecurity & Lir.
Communications QR Code Phishing Clmpal(rm

Integration Cell

How can we help you today?

Cyber Safety for Families &
Individuals
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Quick Review...

CISA no-cost products and services for public & private sector organizations:

CYBER
HYGIENE

: 5 E T ! k ICES

CYBER SECURITY EVALUATION TOOL

INTRODUCING THE LATEST MODULE IN

CISA'S CYBER SECURITY EVALUATION TOOL:
CYBERSECURITY, = -y
PERFORMANCH RANSOMWARE
(e10):Y2 READINESS

— ASSESSMENT

EREE CYBERSECURITY

=¥=v-  SERVICES AND
TOOLS
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Christopher Kay

Cybersecurity Advisor
Region Il (NY, NJ, PR, USVI)
christopher.kay@cisa.dhs.qgov
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